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Authentication APl overview

Use the Authentication API to generate, refresh, and manage JSON Web Tokens (JWT) that are required for
authorization in all Enterprise Control Room APIs.

You can view the Authentication APl in the Community Edition.

Note: APIs can be viewed in the Community Edition, but API functionality is limited. You need a licensed Enterprise
A2019 Edition to access the full functionality of the APIs.

The JWT is a text string with 703 characters.

"token": "eyJhbGciOiJSUzUxMiJ9.eyJzdWIiOiIxIiwiY2xpZW50VHIWZSI6I1dFQiIsImxpY2
Vuc2VzIjpbXSwiYW5hbH10aWNzTGl]jZW5zZXNQAXJjaGFzZWQi0nsiQW5hbH10aWNzQ2xpZW50Ijp0c
nV1LCJIBbmFseXRpY3NBUEkiOnRydWVILCIpYXQiO0jEINzMxMDc4NzMsImV4cCI6MTU3SMzEWOTA3Mywi
aXNzIjoiQXV0b21lhdGlvbkFueXdoZXJ1lIiwibmFublRpbWU1i0jM2NTc1NjIOOTQ2MzE2MDASImNzCcmZ
Ub2t1lbiI6ImNiZjgwZWNKZmUSYmUwYzViOGI2MDk3NmMUOZTI2MTNIiInO.rGYxbS5kKUTxtZhYtRSXpm
IHwbf3IWLBIKDEA70dG5uGVAjD55Tv05bYdARX 3-t11CBg cDGbw]jS5FvaBt9u5xKu5W5]j3Nur6x3PF
62NeB37ZIdxiUPaFBUOBr84mPJIMD4 EpwBfbeSVOMH6ngiLtJYhIOtJaOkp4pAAm3mvkuOUELtH81f3p
Qf-20se2fUAaebDkqiHI3SUF1ITONAJUQVvOELf uYOwgg9SjZwKHgISKUhX3S8PXAJne 1h2QnN8nUE1S
XG1lkC04eoIvyWpFkMO63XEjptc2uvwtVn42MdA4NdlopD5yijE19VMI2FelsPb6 T5-oV-UlIwOJHiX
2-Ug",

}

auth

POSThttp://<your control room url>/vl/authentication
Body parameters:

"username": "string",
"password": "string",
"apiKey": "string"

Make a post request to generate a JWT.

+ The username of the Automation Anywhere user.

« The password of the Automation Anywhere user.

« The apiKey is required to configure Single Sign On (SSO). It can also be used in place of a password for
users that are assigned to the APl key generation role.
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https://community.cloud.automationanywhere.digital/swagger/ui/?url=/swagger/api/v1/auth-api-supported.yaml
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/../getting-started/cloud-getting-started.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-authenticate-password.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-control-room-apikey-role.html
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« AJWT is required in the header of other Enterprise Control Room APlIs.
« Authentication tokens have a default timeout of 20 minutes.

Not all parameters are required to generate an authentication token. Go to the examples listed here for detailed
information.

« Authenticate with username and password
«+ Authenticate with username and apiKey

Note:
Simple and Protected Negotiation GSSAPI Mechanism (SPNEGO)

You can use SPNEGO, pronounced "spenay-go," when your Enterprise Control Room is configured properly with
the following authentication features:

« Active Directory (AD) mode of authentication
« ADis Kerberos enabled

In an Enterprise Control Room with SPNEGO properly configured, users do not need to enter a username and
password to generate a JWT.

SPNEGO Authentication API URL example:https://<your control room url/vl/
authentication/SPNEGO

GET http://<your control room url>/vl/authentication/token/{token}
URL parameter:
The token you are validating.
Note: The token is passed as a parameter in the URL. There are no parameters for the request body.

Read Validate an authentication token for task details.
POSThttp://<your control room url>/vl/authentication/token
Body parameter:

A refresh token allows you to get a new token without the need to collect and authenticate credentials every
time a token expires.

"token": "string"

Click Refresh an authentication token for a detailed example of this API.
POSThttp://<your control room url>/vl/authentication/logout

Header parameter:
Immediately expires the token that you add to the header of the request.

POST 'http://<your control room url>/vl/authentication/logout'

-H 'X-Authorization: <access_token>
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https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-authenticate-password.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-authenticate-apikey.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-validate-token.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-validate-token.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-refresh-authentication-token.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-refresh-authentication-token.html
https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-authentication-logout.html
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Click Immediately logout (expire) an authentication token for a detailed example of this API.

POST http://<your control room url>/vl/authentication/app/login
The . ../atuhentticataion/app/login APlis a service to service authentication APl used by
Automation Anywhere internally supported applications. This APl is not supported for use by external users.
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https://docs.automationanywhere.com/bundle/enterprise-v2019/page/enterprise-cloud/topics/control-room/control-room-api/cloud-authentication-logout.html
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